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Module 12: Processing Electronically Stored Information 
Learning Outcomes 

Upon completion of Module 12, students will be able to: 

• Interpret the duty to preserve electronic evidence that might be potentially relevant in 
litigation and when this duty begins. 

• Identify the fields of metadata that should be included in any production of electronically 
stored information (ESI). 

• Assess the risks and challenges in the processing/analysis/review stages of e-discovery. 
• Compare and contrast the main approaches for processing a collection of electronically 

stored information (ESI). 
• Evaluate some of the software tools that can be used in the processing/analysis/review 

stages of e-discovery. 
• Outline the individual activities that take place during the processing/analysis/review 

stages in e-discovery, including planning, training the review team, sampling and quality 
control and first-pass and second-pass review. 

• Defend the process for designating some ESI as either privileged or protected by another 
confidentiality doctrine. 

• Summarize the important points in Module 12 and the reading assignment. 
 

Please be sure to take Exam #3 between Friday, November 15 at 5:00 p.m. and Sunday, 
November 17 at 5:00 p.m. Note that Exam #3 will cover Modules 8-10 and be a mixture of 
true/false, matching and multiple choice questions. Good luck! 

Please read Chapter 5 in E-Discovery: An Introduction to Digital Evidence. Please also 
read the following, included as part of Module 12. 

• Chapters Six, Seven and Eight from Electronic Discovery for Small Cases, which cover 
Quick View Plus (http://avantstar.com/), dtSearch Desktop 
(https://www.dtsearch.com/PLF_desktop_2.html) and Digital WarRoom Pro 
(https://www.digitalwarroom.com/) as tools for e-discovery in small cases. 

• ESI Review Protocols: No More Shots in the Dark – from The Indiana Lawyer 

• Common Problems With E-Discovery – and Their Solutions – from The Federal Lawyer 

• Other suggested listening: 

• TAR 2.0: Predictive Coding Simplified - http://connect.iltanet.org/viewdocument/09-28- 
16-webinar-recording-tar-2?_ga=1.236684929.1469280009.1476121881&ssopc=1 

• Predictive Coding in the Real World - http://connect.iltanet.org/viewdocument/08-05-15- 
webinar-rec 

• Beyond Predictive Coding: The True Power of Data Analytics - 
http://connect.iltanet.org/viewdocument/05-19-15-webinar-rec 
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Please read the following mini-lecture. 

With Module 12, we move into the processing stage of electronic discovery, which includes 
review and analysis. It is helpful to visualize this stage using the EDRM, which we were 
introduced to earlier in the semester. Recall that Module 9 was devoted to information 
governance/litigation readiness, Module 10 covered collection of electronically stored information 
and Module 11 examined how to preserve electronically stored information. Note that the 
processing, review and analysis stages are iterative and not linear and that the volume of electronic 
evidence that we might have to handle continues to decrease, even as the relevance of the evidence 
that remains for us to produce has increased. 

The three chapters from Electronic Discovery for Small Cases introduce us to four tools that can 
be used in the processing/analysis/review stage of an e-discovery process. 

Chapter 5 in E-Discovery: An Introduction to Digital Evidence describes the litigation process 
from the perspective of the party that is responding to a request for electronically stored 
information (ESI). Note that in most cases, both parties will be requesting and exchanging ESI, 
regardless of whether they are the plaintiff or the defendant. The authors remind us that the 
preservation stage in an e-discovery process is critical, with the goal of collecting and protecting 
potentially relevant electronic evidence in a way that is legally defensible and proportional to the 
discovery request. The authors highlight the importance of cooperation as embodied in FRCP Rule 
26(f) and The Sedona Principles. 

On page 114, the authors review the duty to preserve, which is embodied in The Sedona Principles 
and articulated in Zubulake IV (and now in the 2015 amendments to the Federal Rules of Civil 
Procedure). Note that the responding party is responsible for evaluating which procedures and 
methods are best suited to meet the preservation order and is obligated to preserve and produce 
relevant electronically stored information in good faith. As the authors advise, to identify all 
potentially relevant data, the responding party must use a variety of methods and tools for 
searching and data sampling. 
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Recall that we covered the collection stage of an e-discovery process in Module 10. Of course, in 
order to identify the electronically stored information that will need to be collected, FRCP Rule 
26(f) mandates a “meet and confer” conference between the parties. Failure to cooperate in 
planning the e-discovery process can result in sanctions. What is quite interesting about the 
National Day Laborer case reported on page 115 is Judge Schendlin’s observation about metadata, 
wherein she noted that “metadata is generally considered to be an integral part of an electronic 
record.” She recommended that nine fields of metadata be included in any production of ESI and 
suggested several additional fields for email. Finally, she stated that certain metadata fields must 
accompany images of paper records, such as beginning and ending Bates numbers. As indicated on 
page 116, courts prefer that requesting parties receive ESI in the same form and with the same 
content as what the producing party uses, with metadata intact, rather than in a “litigation response 
format” such as PDF or scanned images. Note that ESI can be collected with software tools such as 
Discovery Attender and AccessData Forensic Toolkit.  As emphasized on page 116, an important 
factor is ensuring that technically qualified people are used to manage the collection of ESI 
because they have expertise in knowing where different types of data might be stored. 

After relevant ESI is collected, the processing stage of e-discovery takes place that will not only 
reduce the volume of this ESI, but will also convert it into formats that facilitate review and 
analysis. One of the benefits of new technology such as predictive coding and technology- assisted 
review (TAR) is that this technology can reduce the cost of this part of the process, which tends to 
be quite expensive if it has to be conducted only by humans. Because human beings are prone to 
error, a smaller set of data that eventually has to be reviewed by humans before production will 
hopefully mean that ESI that could and should be protected as privileged will not be inadvertently 
produced to the opposing party. This is where I see the powerful opportunities that technology can 
provide in e-discovery. 

Requests for data can be received via a subpoena or an e-discovery request. As indicated on page 
116, using a targeted scope for data collection requires configuring search criteria in the software 
tools for collecting data, which can include proximity searches, keywords, date ranges, email 
addresses and file types. One of the most common activities in the processing step of e- discovery 
is to remove duplicate files. Recall the article from a previous Module that indicated that a law 
firm might generate an additional 10 copies of the same file even after it had received it as part of 
e-discovery! As the authors observe, many e-discovery collection and review tools have built-in 
features to compare files and remove duplicates. At this point, data sets are typically processed in 
one of two ways, depending on the file format that the parties have agreed upon. One method is to 
continue to the review stage with the files in native format. The other method is to convert the files 
into TIF with OCR (optical character recognition) or into searchable PDF. There are advantages 
and disadvantages to each of these methods. 

As indicated on page 117, most tech-savvy industry experts push for native file review so that time 
and money are not invested in converting files that are already searchable and that have their 
metadata intact. Figure 5-1 on page 118 shows that even after duplicates have been removed, there 
are still over 1300 email messages and 199 attachments in a variety of file types. You will need a 
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review tool that allows searching without altering the metadata. The authors explain how this can 
happen with such common software as Word, Excel and PowerPoint. Discovery Attender and FTK 
are good tools for searching which do not alter metadata, but they do not have the features some 
lawyers would like for organizing their work. For example, we might prefer processing software 
that automates functions such as Bates stamping. Figure 5-2 shows an exhibit attached to a 
summary judgment with a Bates number identifying the document and page.  Note that we need to 
be able to redact certain information from documents, such as the example of the proprietary 
algorithm on page 119. Redacting part of a document requires a tool that can handle this task 
without altering metadata, which may be a feature of some collection software. 

After redacting protected data, lawyers will consolidate all remaining ESI into one location for 
review and production. This includes paper discovery, which is typically scanned and imported 
into the litigation database, along with digital files, deposition transcripts, audio and video files, 
etc. Before production, Bates numbers and redaction marks will be “burned in” and cannot be 
removed. 

Web-based repositories are covered on pages 120-121. As the authors indicate, for all but the 
smallest cases, web-based repositories are a good option for review and most can handle native file 
formats as well as paper. By using a web-based repository, the law firm can focus on the legal 
issues of a case, leaving the problems of technology, infrastructure and database administration to 
a third-party vendor, who will maintain the chain of custody and coordinate database 
configuration. Not only does a web-based repository provide security, but multiple lawyers can 
access the data quickly from anywhere. The authors caution that we need to consider software 
licensing requirements when choosing between in-house versus web-based review platforms. 
Fortunately, the market for e-discovery tools has become quite competitive in recent years. The 
authors focus on iCONECT as just one example of the possible choices. 
 
Although the American Bar Association has deemed outsourcing to be acceptable (which was one 
of the issues covered in its Ethics 20/20 Project), remember that the lawyer of record is ultimately 
responsible under Rule 5.3. The authors (as well as Nelson and Simek) remind us that there may be 
special concerns with privacy and security if the data is transported and stored offsite, but 
especially with a vendor outside of the U.S. Thus, security controls must be specified and included 
in Service Level Agreements (SLA). 

The authors describe the use of native file conversions using in-house repositories on pages 124-
126. They compare the use of searchable PDF files with TIF and OCR.  Note that even litigation 
databases and trial presentation tools, such as Concordance and Summation, may still work best 
with TIF even though they can handle PDF and native files. PST and embedded files may present 
challenges for these tools. On the other hand, the authors advise that when discovery is converted 
to TIF with OCR, Bates stamping and redacting are available, but metadata has to be captured 
separately. The authors suggest some other tools on page 124 for conversion to TIF with OCR. 
The final processing output from these tools is a group of files, usually TIF images, image logs and 
load or data (.dat) files. These files populate the review platform with metadata, OCR content 
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(extracted text) and coded information and operate as linking files. Figure 5-7 shows an example 
of how these files are related. You can see the Enron iCONECT database on the left with the 
corresponding TIF image on the right. The .dat file contains database field names as well as OCR. 
The image log file shows code for finding the correct image in the database to display and lists a 
page count for each document.  The actual TIF images are in a separate folder that is not shown. 
They are displayed in the viewer when activity occurs in the corresponding database field. 

After the processed discovery is loaded into the review platform, additional database fields are 
coded with information similar to what was once included on index cards (such as issues, 
privilege, etc.). The authors define coding as the process of examining documents to identify 
names, dates and relevant keywords or phrases and entering the results into a database, either 
manually or with software. Note the explanation of objective versus subjective coding. Coding 
provides information used in fielded searching and sorting. Full-text searching involves all of the 
contents of documents that have been converted to OCR. A compromise format is called near-
native conversion, which helps to deal with Excel, Access and other formats that do not easily lend 
themselves to TIF conversion. Of course, we still may have to handle paper documents, so the 
authors describe how to convert them to TIF with OCR. Although the technology has improved 
considerably, OCR quality can still vary. This is another quality control issue that the review team 
should monitor, along with adjustments in field coding and search methods (See Figure 5-8). 
Subjective coding can be added to the database to improve search results and auto-coding tools 
have been developed. Authority lists and coding manuals can be prepared to improve the 
consistency in data entry. 

Review begins after the forensics consultant, vendor or IT staff have finished identifying, 
collecting, preserving and preliminary processing of ESI, including deduplication. As the authors 
note on page 127, by this point, the choice of review platform has been made and discovery has 
been processed and imported into it. The legal team will then review the preliminary data sets to 
find relevant material and to identify any material that may be protected by attorney-client 
privilege or other confidentiality doctrine. As the authors caution, as the volume of discovery 
increases, there may be difficulties with an automated review process.  Some challenges include 
failing to understand and use the technology correctly, poor communication, loss of quality control 
and linguistics issues in searching. The authors provide an overview of the review process and 
describes a few of the difficulties: 

• Planning session, including preparing a review manual containing all materials that 
members of the review team might need. (It is not uncommon for law firms to use contract lawyers 
for the review). 
• Review the core documents (complaint, responses, requests for admissions or 
interrogatories) and put keywords, phrases and key players in context. The authors suggest that we 
question the relevance of similar words not initially included in searches as well as acronyms, 
initials, etc. (Recall in Ms. Zubulake’s case how she was referred to as “1” rather than by her name 
or initials.) 
• The lead attorney will explain the preliminary case strategy. 
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• Training in the review platform’s search features, including fielded and full-text 
searching, keyword, Boolean, fuzzy, stemming, proximity, wildcard, concept and cluster searching. 
Note that most review platforms can be configured to recognize special symbols. 
• All reviewers should be given clear examples of potential search problems, such as poor 
quality OCR, and workarounds for these problems. 
 

Pages 129-130 describe the process for sorting relevant versus non-relevant data, in what is called 
a “first pass review.” As the authors indicate on page 129, the data set is divided into groups.  
Document reviewers are assigned portions of these groups to search and tag with suitable 
categories.  As you can imagine, this document review can take considerable time and be 
expensive, often not always practical when the volume of discovery to review is large. Search 
protocols, which are established by the lead attorney, are used as a review filter, including when to 
use wildcards, stemming and other search methods based on OCR quality as well as the frequency 
of acronyms, misspellings and other word deviations that are identified during periodic sampling 
for quality control. A common rule of thumb is that an associate or paralegal can review 40 to 50 
documents per hour, with a “document” being defined as 4-5 pages. Not only can you see how 
quickly the expense for this review process would add up, but note the very real risk of mistakes 
when people have to review at this speed, including that ESI that could be protected as privileged 
or confidential would still end up in the eventual set of ESI that is produced to the opposing party. 
Also, the authors observe that discovery requests that are overly broad produce more ESI that is of 
possibly little value, but that still needs to be reviewed, contributing to additional costs (and such 
overbroad requests are now prohibited under the 2015 amendments to the Federal Rules of Civil 
Procedure). The authors recommend that a random data review be conducted to make sure that the 
collection process has identified data that are relevant to the request. 

In most review platforms, case documents are organized using tags and folders. The authors 
suggest that, at a minimum, each document should be tagged as privileged, responsive, non-
responsive or for further review. Figure 5-9 shows folders and tags used in IPRO Eclipse. Note 
that this document has been tagged as “Attorney Eyes Only” to identify the document as attorney 
work-product. 

As indicated on page 130, next is the second-pass review for material that can be protected under 
the attorney-client privilege or as attorney work-product. The review team should be given search 
terms for this review, including the names of attorneys, email addresses and other words such as 
“privileged” or “litigation.” Note that the review team needs to know how to handle parent-child 
documents (an email is privileged, but the attached document is not). Not only is it important to 
use consistent review processes and procedures, but quality assurance checks should be done on 
sample sets of search results. Recall again the risks of inadvertently producing ESI that could and 
should be protected as privileged or confidential because of a sloppy e-discovery process, but also 
because of the labor-intensive nature of the review step, which relies so intensively on human 
beings to conduct the review. Although the parties may negotiate claw-back agreements as part of 
the “meet and confer” conference, the authors caution that these agreements should not be the 
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basis for poor review processes. What I always think of is that “the cat is out of the bag” anyway, 
meaning that it is difficult for a lawyer to erase the content of the inadvertently produced ESI from 
his/her memory. Also note that courts differ greatly on how they handle waiver of the privilege. As 
the authors state on page 130-131, many problems can be avoided by documenting reasonable 
review processes and conducting sampling and quality assurance testing on results. They cite the 
case of Holdings LTD v. Microsoft Corporation as an example of due diligence and a defensible 
review, even though a software glitch meant that otherwise privileged ESI was inadvertently 
produced. 

Reviewing for protected ESI is often done during the review stage and can include any case 
material that needs to be protected, such as trade secrets, software code, algorithms and even 
recipes, or that qualifies under the attorney-client privilege or as attorney work-product. In 
criminal cases, protected information could be witness identities, phone numbers and addresses. 
Because case documents filed with the court are normally a matter of public record, materials that 
contain information that would cause harm to a person or company may be filed “under seal” with 
the court to keep them from being accessible by the public. 

After all review and quality assurance steps have been completed, ESI is produced to the opposing 
party in the format agreed upon (which we will cover in Module 13). A description of ESI subject 
to redaction or withholding because of privilege or another confidentiality doctrine should be 
entered into a privilege log, which is also produced to the opposing party. The authors have 
provided the text of FRCP Rule 26(b)(5) on pages 131-132. The objective of a privilege log is to 
disclose information to the opposing party and the judge so that it is clear what has been identified 
as privileged and why. The authors list the information that should be included for each item on 
the privilege log on page 132. Note that most review platforms can be configured to generate 
reports that automatically contain most of this information. After this stage, the producing party 
continues to organize materials related to case strategy, such as creating folders or notebooks for 
chronologies, witnesses, experts and issues. The case is then prepared for trial, arbitration, 
mediation or settlement. 

The authors provide a brief explanation of arbitration and mediation on page 132, which are 
methods of alternative dispute resolution (ADR). One thing that is important to note is that the 
decision reached through arbitration is generally final; absent a very narrow exception, the party 
does not then get to appeal the decision in court. Most people would be shocked if they read a 
lease, mortgage, loan document, etc. because most likely this contract requires that any dispute be 
settled through binding arbitration. You might have noticed, in locating and reviewing e- discovery 
cases, how often a special master is used to decide discovery disputes and he/she can also serve as 
a mediator between the parties about what gets turned over to the opposing party. Chapter 5 of E-
Discovery: An Introduction to Digital Evidence concludes with a summary of the chapter and a list 
of key terms. 
 
 
Next Steps 
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With Module 13, we will consider production and presentation of electronically stored 
information, concluding all of the steps outlined in the EDRM. 

Please let me know if you have questions about Module 12 or the reading assignment. 
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5
The Hunt

Recovery and Acquisition

5.1  Introduction

In this chapter, we begin looking at the recovery and acquisition 
procedures you should think about i n your organization or e ven as 
an individual. These processes and ideas can assist anyone who needs 
to b etter u nderstand t he “ where” a nd “ how” o f e lectronic e vidence 
(Figure 5.1).

We consider the “hunt” and all of the different ways that all important 
electronic data may elude capture. We also discuss the classification of 
data as “privileged” or “sensitive” or “unreasonably accessible,” and all 
the requirements you need to meet to prove those classifications. We 
give you the means to recognize, organize, and document those clas-
sifications in a way that will hold up in court, or for an audit, or simply 
for your own organization and protection of said data.

We also talk about nonrepudiation versus plausible deniability, the 
very basis of evidentiary law, and in many cases, the facts on which a 
court will depend to decide if evidence is admissible.

A big part of that nonrepudiation or integrity of electronic evidence 
for admissibility i s o ften based on t ime s tamps, so we look a t how 
time stamps work, how they can be corrupted or compromised, and 
how they can be used for or against your case to prove the efficacy, 
integrity, and reliability of your data.

Finally, we lay out some suggested procedures for the gathering of 
the relevant electronic data in a way that the courts will respect and 
understand as forensically sound. In other words, we offer you tools 
and processes to allow you to collect, organize, and preserve electronic 
evidence in a way that you can ensure no alterations were made to the 
data and that the integrity of the data was maintained in its pristine 
and original state. Let’s get started.

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.
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5.2  Where, Oh Where, Has My Data Gone?

The first t hing y ou need t o consider when y ou begin t he h unt for 
relevant data is the big question of where is it hiding? Like any good 
hunter, you need to first be familiar with your prey and its habits. In 
Chapter 3 we spent a lot of time considering all the different types of 
electronic data and the myriad ways in which it is created and stored. 
For details on the question of where data could be, I refer you back to 
that chapter.

But even i f you memorized every word of that chapter and com-
pletely considered all of the possible places the data you need might be 
located both physically and virtually, you might still have a problem 
finding it. How could that be, you ask?

As we noted before, computers and other digital devices that store 
electronic d ata c an a nd d o l ose d ata s ometimes o r p ossibly s tore i t 
in ways that are inaccessible to the normal user. And in many cases, 
data a re stored in a w ay that can only be accessed, manipulated, or 
recovered using a specific front-end application or interface. We look 
at each of these with examples to make this clearer.

5.2.1  Applications as a Vital User Interface

For our first example, we look at the most popular electronic evidence 
item in most court cases: e-mail (Figure 5.2).

Figure 5.1  The hunt begins.

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.
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Nearly a ll e- mail a pplications t hat r eside o n a c omputer h ave a 
database of some sort behind them that is responsible for storing and 
organizing a ll o f t he i tems y ou r eceive o r i nput. W hen y ou g et a n 
e-mail message from your sister in Roxbury, the database stores it in 
the database in such a way that when you open your e-mail application 
and go to your Inbox, you will see the new message from your sister.

Usually, t hat m essage, b eing n ew, w ill h ave s ome f ormatting 
attached to it to indicate that it is new and that you have not opened it 
yet. That might be a closed envelope icon, or something similar. That 
message also contains a considerable amount of metadata or data about 
itself, as we discussed in detail in Chapter 3. It will contain informa-
tion about who the original sender was, what time it was posted, the 
e-mail servers it started from and went through to get to yours, the 
types of e-mail applications that were used, what time it arrived, and 
more. The message may also contain attachments such as pictures and 
documents that your sister sent to you. And each of those items will 
also contain metadata that contain information about when they were 
created or modified, by whom, and so forth.

However, a s s oon a s y ou o pen t hat m essage, i ts p roperties a re 
changed and the back-end database w ill add new attributes to that 
data and possibly store it in a different way when you close your e-mail 
application o r s hut d own y our c omputer. I f y ou open a nd s ave t he 
attachments, that will be recorded in the e-mail application database. 
You might choose to move the message to a f older to keep yourself 

Figure 5.2  E-mail is the most often requested electronic evidence.

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.

C
op

yr
ig

ht
 ©

 2
01

6.
 A

ue
rb

ac
h 

P
ub

lis
he

rs
, I

nc
or

po
ra

te
d.

 A
ll 

rig
ht

s 
re

se
rv

ed
.



180 Electronically Stored Information

organized, s uch a s p erhaps a F amily S tuff folder o r, d epending on 
your relationship with your sister, maybe to the Junk Mail folder.

Those actions will have an effect on the way the database behind 
your e-mail a pplication treats that message. The message m ay b e 
stored i n a d ifferent w ay to i ndicate i t c an b e found i n t he Family 
Stuff folder. It might have special attributes or rules attached to it as a 
result of being stored in the Junk Mail folder.

Some e-mail applications will make the assumption that when you 
store things in Junk Mail you would prefer that any further corre-
spondence f rom that same e-mail address be stored therein as well. 
So, it is possible that future e-mails from your sister will then be auto-
matically relegated to the Junk Mail folder.

Of course, in most modern e-mail applications, you are also able to 
create and store a task list, contacts information, and calendar items. 
Again, each of those pieces of information is stored in the database in 
a particular way so that when you use your e-mail application to look 
them up, they are revealed to you in the place you expect them to be 
and in the correct format to indicate whether you have read them or 
completed them yet.

Sometimes in the case of calendar items, they can be formatted to 
indicate if they are family related, work related, birthdays, holidays, 
and so on. All of this information is stored and managed by a back-
end database.

In m any c ases, t hose d atabases a re b ased on w hat i s k nown a s 
proprietary programming. This means that the organization that 
created t he e-mail application a nd i ts b ack-end d atabase c hose to 
use a database programming language that can only be read by that 
application and is specific to that application. In other words, there 
is no way to locate that database and find the information you stored 
in i t, o ther t han by u sing t he e-mail application for which i t w as 
created.

And here is one way that you might know perfectly well where your 
data live, but be unable to access the data. Any application can fail, go 
out of date, or be accidently deleted. So if what is lost is an application 
that used proprietary programming to store data, it might be impos-
sible to access t hat i nformation w ithout r ecovering a nd reinstalling 
the original application.

Here is an example of that problem from my own experience.
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181The Hunt

As the family geek and official tech support guy, I cannot say I was 
terribly surprised one day when my Mom called to say that their com-
puter was no longer working. When I began my troubleshooting pro-
cess, I a gain w as not too s urprised to hear t hat my D ad h ad b een 
doing some “cleanup” on the hard drive because it was getting too full.

This was back in the day when a h uge hard d rive might have a s 
much as 500 megabytes of storage, and theirs was an old computer 
with considerably less than that. As they added pictures, documents, 
and applications with little understanding but a g reat deal of enthu-
siasm for their brand-new computer, they began to run out of space.

If they had come to me first, I would have spent some time clean-
ing things up and could probably have gained back plenty of space 
by d eleting t emporary files, a nd m oving s ome t hings o ff to C Ds. 
But Dad thought he had it figured out and simply went through the 
C: drive directory deleting things that he figured were not important.

When he deleted sol.exe, Mom was a l ittle bummed out that she 
could not play solitaire anymore, but she let that pass with her typical 
stoicism. But when he went back and decided that win.exe looked like 
an unnecessary file, things went south in a hurry. Of course, many of 
you are probably giggling right now, at least those geeks among you, 
because you recognize that once upon a time, win.exe was the applica-
tion that started up Windows.

Microsoft has since become a l ittle more human savvy, and they 
now hide that and other all-important system files so you cannot mess 
with them. That, of course, brings up another way that data can be 
made hard to locate, but we get to that soon.

The end o f t he s tory w ith m y D ad a nd M om’s c omputer w as 
that I n eeded to go t o their home and reinstall Windows for them 
before t hey c ould u se t heir c omputer a gain. A nd t he p oint o f t hat 
story, besides entertaining all of you, was to help you understand how 
important and indeed v ital data might become impossible to access 
simply by virtue of a vital application being deleted, corrupted, or lost 
in some way.

In my parents’ case, they could no longer access anything on their 
computer even though everything still existed on the hard drive.

If we go back to our example, they could in no way have accessed 
their e-mail because the application that ran their e-mail depended 
on Windows to r un a nd to g ive t hem t he interface t hey needed to 
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182 Electronically Stored Information

open, review, s tore, or manipulate their messages, calendars, tasks, 
and contacts. All of that important data was as good as lost to them.

Even if they had not deleted win.exe, but had simply deleted out-
look.exe, o r whatever o ther e-mail application file t hey m ight have 
been using, the results would have been the same. There is simply no 
way for a normal computer user to access those back-end databases of 
information, even though they exist and a re perfectly sound on the 
hard drive, unless they have the front-end application that creates the 
interface with the database.

Now, all of this e-mail, contact information, task lists, and calen-
daring items might be the most important things you need or want 
to produce for a trial or an audit, or simply for your own records or 
mementos. S o, i f s omething happened to t he f ront-end application 
that gives you access to that data, what can you do?

There are several different possible solutions to that dilemma.
The first and most obvious one would be to acquire and reinstall the 

front-end application to access your data. However, this can be tricky. 
You will need to have the exact same version and type of application 
that you created the database with in the first place if you have any 
hope of it still being compatible and accessible.

You m ay a lso n eed t o d o s ome m anipulating o f t he r einstalled 
application to allow it to find and open the back-end database that was 
left over from your original application. This can be a d ifficult task, 
requiring some technical expertise to accomplish, depending on the 
application. In many cases, you may be well advised to ask for help, 
either from your family geek or from a real expert like that 13-year-
old who lives across the street.

Another p ossibility w ill b e to find a s eparate tool o r application 
that is made to open and access the back-end database for your par-
ticular application. I n t he c ase o f M icrosoft O utlook, for i nstance, 
that back-end database file can be stored as what is known as the PST 
file. It is a h idden file that contains all of the information from your 
e-mail a pplication, s tored i n a p roprietary p rogramming l anguage 
that Outlook is designed to access and interface with.

However, there a re other programs available that a llow a u ser to 
access and open up a P ST file and search for e-mail, calendar, con-
tacts, or task items. These are specialized tools that are probably most 
often used by forensics or other investigative organizations. Some law 
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183The Hunt

firms are a lso l ikely to have tools to open these and other back-end 
e-mail databases because it is not uncommon for a d iscovery request 
for e-mail data to be produced as the back-end PST file.

Other applications m ight have a S QL d atabase, o r a n Oracle o r 
other database system backing them up. This is especially often the 
case with Internet-based applications.

If that is the case, there are many tools and applications available 
that will allow you to open and query those databases to find the rel-
evant evidence. Of course, the efficient use of those tools will require 
expertise and experience that not all of us can claim. Once again you 
are well advised to consult with an expert or the kid across the street.

5.2.2  Hidden or Restricted Access Data

Another place that important information can be stored is in log files 
or data files that your computer’s operating system might hide from 
view. A s n oted i n m y e xample o f m y pa rents’ m istaken “ cleanup,” 
there can be very good reasons for hiding these files from the normal 
computer user.

These t ypes o f files a nd f olders a re c alled hidden or  system files, 
and most operating systems have some special storage space just for 
them that is inaccessible to users without the correct privileges on the 
device. Yet they may have information that could be important to you 
in a c ourt case, or just in the general understanding of what might 
have occurred when on your computer.

There are several different types of files on Windows devices that 
are hidden from normal view. These include files that contain data for 
what is known as the registry.

On a W indows s ystem, t he r egistry i s y et a nother d atabase t hat 
keeps track of a ll of the different software and hardware your com-
puter u ses, t he pa ths a nd i nterdependencies t o t hose a pplications, 
and connections between the operating system, applications, and the 
hardware. It is a very complex and technical database of connections 
that is the heart and soul of how your computer and its applications 
interact with the Windows operating system.

There i s no reason or need to get into details of the design or 
even t he c ontents o f t his v ast d atabase i n t his b ook. H owever, 
it i s i mportant t o r ecognize t hat t he r egistry c ontains e lectronic 
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184 Electronically Stored Information

records of actions taken on your computer that may be relevant in 
a court case.

Here are some examples of the data that can be found in the registry 
and that might be of interest to someone trying to understand what 
has taken place on a computer, for whatever reason:

•	 A record of every USB device that was ever plugged into your 
computer—the s erial number, m odel, a nd d ate it was first 
plugged in as well as the date it was last accessed

•	 Records of all of the last websites you typed into your browser
•	 Records of all of the most recently accessed files (depending 

on the version of Windows, these can be records of hundreds 
of files back into the past)

•	 Records c ontaining data ab out a ll u sers of t he c omputer, 
including encoded passwords (that with the right tools can be 
un-encoded)

•	 Records of all network and other drive connections that have 
been made

•	 Records of what applications have been installed, when and 
where they are located in the directory system

•	 Records of when applications were last accessed
•	 Records of who logged in when as well as what networks or 

shared directories they were connected to when they logged in
•	 And much more that can be of great interest to someone with 

the tools and expertise to winnow that data from the registry 
in order to understand who has done what on that computer

Other files that are hidden are the files that contain information about 
your Internet browsing. These a re s tored in small flat database files 
with a .dat extension on some Windows operating system computers. 
For I nternet E xplorer, t hese files a re m ost o ften c alled i ndex.dat 
and are stored in various hidden folders depending on their specific 
purpose.

One folder is for your Internet history, and with Internet Explorer 
the index.dat file in that folder contains the information you see when 
you select History from your Internet browser’s menu.

Other browsers use different storage mechanisms, but in every 
case t hese a re not files t hat you c an s imply find a nd open on your 
own. Some of them are made available through the interface of your 

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.

C
op

yr
ig

ht
 ©

 2
01

6.
 A

ue
rb

ac
h 

P
ub

lis
he

rs
, I

nc
or

po
ra

te
d.

 A
ll 

rig
ht

s 
re

se
rv

ed
.



185The Hunt

browser. H istory i s o ne, a nd a nother c ommon o ne w ould b e t he 
cookies file.

Cookies are small text files created by websites. They contain infor-
mation about your access to the websites with the purpose of speeding 
up your access when you visit the same site later. They can, however, 
be less benevolent and store information about your browsing history 
with t he i ntent t o k now w hat y ou p urchase a nd t arget a dvertising 
toward those favorite items.

So cookies, though generally benign, can be used in more malevo-
lent ways, and there are reasons sometimes for you to check them and 
possibly remove them. Many modern antivirus programs will look for 
the malevolent versions of cookies (sometimes called tracking cookies) 
and delete them for you.

However, in order to see and manage cookies, you most often have 
to access them through the interface of your browser. There are other 
tools and applications that will also allow you to manage cookies, but 
in e very c ase t hey a re r eferencing one of t hese h idden d ata files to 
which we are referring here.

There are other hidden data files like these as well that keep track 
of every single item that you access either on the Internet or even just 
on a network. I think it is pretty easy to see how those could contain 
vast amounts of interesting information about the activities on a com-
puter, especially Internet browsing activities.

Another h idden f older i n Windows o perating systems c ontains 
data on all the files you accessed in a given period of time. It is called 
the ‘Recent’ folder, and similarly to the registry items we noted above, 
it can give a lot of good information to an investigator about what files 
a computer user accessed recently. Included in that database will be 
the name of the file, the path where it was located, the creation date, 
and the last accessed date. All of this might be extremely interesting 
information.

Other h idden files a nd folders contain i nformation on a ll o f t he 
applications you installed a nd a ny e rror messages or logs t hat were 
created by those applications. Others contain data on security a lerts 
or s ystem issues, such a s every t ime you logged into or out of your 
computer, or when the time clock was changed. Again, these can be 
extremely important sets of information to someone trying to estab-
lish use patterns or general usage of a device.
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186 Electronically Stored Information

There i s o ne h idden s ystem file i n W indows c omputers c alled 
$MFT. M FT s tands for master file t able, a nd t hat i s e xactly what 
it is. Again, it is a flat database created the first time your computer 
starts up, and it keeps track from then on of every single file created 
on your computer. The MFT of a b rand-new computer a lready has 
tens of thousands of entries, and that number can grow into hundreds 
of thousands as you add new applications, create documents, surf the 
Internet, and so on.

Almost every action you take on your computer will result in files 
being created. Sometimes it is log files that an application keeps in the 
background for the purpose of troubleshooting, or simply as a means 
of evolving and making your experience more efficient.

As we noted before, every trip you take on the Web creates literally 
hundreds of new files as it opens up the various pictures, text, movies, 
and so forth, that make up a website.

Every one of those file creations, modifications, last access times, 
deletions, archiving, or anything else that the operating system needs 
to track about those files is recorded in the MFT. This can be a wealth 
of information for someone who needs to know what happened on a 
computer. In fact, it can be far too much information.

As a c omputer f orensics practitioner, I u se t he $ MFT file o n a 
regular basis to try to understand when malware infected a computer 
and what type of malware it is. Yet, even if I have a pretty good idea 
of when the device was infected, it can be like searching for a needle 
in a haystack to look through the thousands of files created every day 
on a computer.

One more type of hidden file that can be of great value in under-
standing the actions of a c omputer user is called the “Restore” file or 
“Shadow C opy” i n s ome Windows operating s ystems. The Restore 
file contains records that the Windows operating system keeps of the 
state of your computer at a given time and date. Every time you add a 
new application, a restore file is created. Windows also creates these 
whenever it does an update, or just on a regular schedule.

These a re c reated for t he p urpose o f r estoring y our c omputer t o 
a k nown good s tate in case something goes bad. Sometimes a n ew 
application will cause conflicts with existing applications, or will not 
work correctly with your device for some reason; perhaps it has bad 
hardware drivers or some incompatibility with your system.
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187The Hunt

If that happens and you recognize that the problems started when 
you i nstalled t hat s oftware, y ou c an u se t he s ystem r estore p oints 
to roll back your computer to the state of things before the problem 
started. N ow W indows k eeps t hese r estore p oints f or a l ong t ime, 
going back many years sometimes. Think about the value that might 
have to understanding what happened on that computer sometime in 
the past.

If someone was purposely trying to hide his or her actions by delet-
ing applications, Internet browsing activities, documents they created, 
and so forth, the restore points give an investigator a way to go back 
into the past to see how things looked before.

Finally, as mentioned earlier, most applications will keep log files 
that track how they are being used and any problems that come up. 
Most o ften t hese a re h idden files t hat a re o nly r eachable t hrough 
the application interface and sometimes only by k nowing advanced 
options i n t he application t hat w ill a llow y ou to v iew a nd m anage 
those files.

There are many more hidden and system files on your computer, 
and we only touched on some of them and only talked about Windows 
computers. O ther o perating s ystems s uch a s L inux a nd M acintosh 
also have system files that are not generally available to a casual user.

Yet i n e very c ase, t hese c an c ontain v ital i nformation w hen y ou 
need to understand what has been taking place on a computer. They 
can hold data that will assist you in locating other relevant informa-
tion and possibly point you to other sources of information, such as 
those USB drives that were connected to the computer, or the list of 
most recently accessed files, or the information in one of the restore 
points.

If you want to see some of these files, or at least their folders and 
their file names, on a Windows computer you can select, “show hid-
den a nd s ystem files” i n y our f older s ettings. H owever, b eing ab le 
to see them will do you no good whatsoever if you actually hope to 
gather some information out of them. They a re a ll encoded in such 
a way as to only be accessible and readable either by an application 
interface or by the system.

There are special tools that computer forensics experts use to parse 
and access these files for analysis. So, if access to any of that type of 
information m ight b e i mportant to a c ourt c ase o r audit o r s imply 
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188 Electronically Stored Information

record keeping that you are doing, you will need to either gain that 
expertise yourself or hire someone with those skills and tools. In the 
understanding of where data l ive, do not neglect this r ich source of 
information. In many cases, it contains some of the most important 
facts and clues to understand what really happened on a computer and 
when and by whose hand.

5.2.3  Encrypted Data

Yet another way that data might be made hard or impossible to access 
is through encryption (Figure 5.3). There are many ways to encrypt 
data on a computer, from the relatively simple act of assigning a pass-
word to a file, to the incredibly complex process and management of 
digital certificates that automatically encrypt data in e-mails, or spe-
cific folders, or even entire hard drives.

On some newer Windows operating systems, they include a t ool 
called BitLocker. This allows you to create specific encrypted folders 
such that any data that you want to protect can simply be stored in 
those folders and a pass phrase is required to access the data.

Other encryption tools work as noted earlier with a certificate sys-
tem. In those cases, an individual or a d evice is g iven an electronic 
certificate that is basically an encoded file that contains the necessary 
information to prove the individual’s identity. Again, these will use a 

Figure 5.3  Encrypted data can present extreme challenges to access or even be impossible at 
times.
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189The Hunt

pass phrase of some complexity and length to ensure you are authen-
ticated to open files.

Any i n-depth c onversation ab out e ncryption i s f ar b eyond t he 
scope of this book, but it can be a fascinating and mind-challenging 
study if you lean toward the mathematical geek edge of things. But 
for those of us normal and mortal humans, we simply need to recog-
nize how this can affect our ability to gather and access data from our 
computing devices.

If you have a need to access data from a device, drive, folder, e-mail, 
or file that was encrypted, there is really only one sure-fire solution. 
That is to find out what the authentication mechanism is and learn the 
pass phrase or password. Failing that, even if you have a way to locate 
and try to open the encrypted information, the data in its encrypted 
form will look l ike long strings of bizarre characters and will mean 
absolutely nothing and be completely worthless.

How does one obtain those passwords and phrases? That will often 
depend on the circumstances.

In an ideal situation that is not confrontational, you may be able 
to simply ask. Even sometimes in a more combative situation such as 
a court case, you might be able to convince the person with access to 
supply his or her passwords if there is a compelling reason to do so. 
Each case will be different, but this is obviously the first and easiest 
solution and the one you should always strive and hope for.

Barring that easy solution, there are other possibilities depending 
on the level of encryption and the technical astuteness of the person 
or persons who encrypted the data in the first place. With the rela-
tively simple encryption that is done when you password protect a file, 
such as an Excel spreadsheet, for instance, there are quite a few readily 
available tools available that will allow you to crack those passwords 
or sometimes bypass them.

More complex encryption schemes can be extremely difficult or 
even i mpossible to b reak t hrough. A gain, t here a re tools t hat your 
friendly neighborhood computer forensics expert w ill have that will 
make the cracking of difficult passwords possible. But even they can 
fail at times, and often it can be a very long and complicated process.

Encrypted data can be a real problem if the data are relevant to a 
case or necessary for some project you a re working on. I f you have 
no way to gain access to that data, you might have to declare it not 

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.

C
op

yr
ig

ht
 ©

 2
01

6.
 A

ue
rb

ac
h 

P
ub

lis
he

rs
, I

nc
or

po
ra

te
d.

 A
ll 

rig
ht

s 
re

se
rv

ed
.



190 Electronically Stored Information

reasonably accessible and look for other ways and places to gather the 
electronic evidence you require.

5.2.4  Deleted or Corrupted Data

Of course, any data can be deleted by accident, or in some cases simply 
corrupted so that it is no longer accessible by the applications or com-
puter operating system.

Whenever someone deletes a file on a computer, the operating sys-
tem makes a s mall change to the data that makes up that file, basi-
cally placing a flag consisting of a couple of bits of information at the 
beginning of the bits and bytes that make up that file. That flag tells 
the operating system (and any application that interfaces with it) that 
this storage space is available and that the information stored here can 
be written over with new data whenever the space it is using on the 
electronic storage device is needed.

Sometimes, due to a p roblem with the operating system, a v irus, 
or something wrong in an application, some of those bits and bytes 
that make up a file or other piece of information can be destroyed, 
changed, or moved out of sync with the rest of the file. This can make 
that data unreadable or inaccessible by the application that created it. 
This is called corruption of the file.

In both of those cases, what is important to understand is that most 
often a large part of the data is still intact and still available if you have 
the tools and skills to find it. The bits and bytes that make up the files 
still e xist, a ll e xcept for t he corrupted ones. Or t hey might a ll s till 
exist but simply have that “deleted” flag prepended to them. If these 
have not yet been overwritten or are not too seriously corrupted, it can 
be relatively simple to recover them, given the right tools and skills.

The best example I can give to illustrate this is one that happens to 
me fairly often in my role as the community forensics dude.

I will hear someone bemoaning the fact that he or she just uploaded 
all their pictures from their vacation to their computer, then pressed 
the wrong buttons and deleted all of them from both the camera and 
their computer.

Or, someone w ill tell me that their computer was infected w ith a  
virus and he or she can no longer get it to start up and all of their impor-
tant documents were never backed up—forensics dude to the rescue.
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191The Hunt

With tools at my disposal, I c an often gain access to a c orrupted 
hard drive, or find all those deleted files on a camera memory card or 
computer. Those tools basically take a l ook at the hexadecimal code 
that makes up all those files. Then it goes through and recognizes the 
pieces of different file types and puts them back together again in a 
form that I can then export to recover the data.

In computer forensics terms this is called data carving because the 
tools look through the lines of data stored on whatever medium we 
are searching through and carve out the pieces that make up different 
file types.

The way it recognizes those files is by standard file headers or bytes 
of data that tell the operating system the type of file that is stored, its 
length, d ate a nd t ime i nformation, a nd p ossibly i nformation ab out 
where on the disk different parts of the file are stored.

All of this information is part of something we discussed in other 
chapters called metadata or data about the data. The operating system, 
applications, and my forensics tools read that information and use it to 
access the data that make up all the different types of files.

Once a gain, w e h ave a nother t ype o f d ata t hat t hough i t m ight 
be incredibly important to your case or your project, m ight a lso be 
difficult to gain access to without the right tools and skills.

What is important to recognize here is that deleted or corrupted or 
lost data might still be accessible. Depending on the circumstances, 
such a s h ow i mportant t hat i nformation i s t o y our c ase a nd h ow 
available and costly the resources to recover it might be, you will need 
to make decisions as to whether you consider it reasonably accessible. 
And be aware that while you might deem it not reasonably accessible 
due to high costs or difficulty in obtaining the data in question, the 
courts or other parties may disagree with you.

This makes it important to understand what data might be there 
and to do your best to preserve it by not continuing to use a device 
that might result in that data being overwritten or further corrupted.

5.2.5  Proprietary Data or Data Stored on Obsolete Media

We already talked a l ittle about proprietary data when we discussed 
the need for a front-end application in the first section of this chapter. 
However, a nother w ay t hat p roprietary m ethods o f c reating a nd 
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192 Electronically Stored Information

storing data can result in your being unable to access that data is by 
virtue o f i ts h aving b een c reated b y a n a pplication t hat n o l onger 
exists. It could also have been stored in a format or on hardware that 
is no longer available. Let’s look at some real-life examples.

Some o f y ou, l ike m e, h ave s ome m iles o n y ou a nd h ave b een 
around long enough to remember those halcyon days when computers 
were a new and exciting invention that only a f ew geeks in research 
universities could afford to own.

Over t hose ma ny y ears t here h ave b een m any t ypes o f s torage 
devices. We discussed some of the more common and modern ones in 
Chapter 3 on where data can be stored. But if you happen to have old 
data kept on some of these older t ypes of media, you will be facing 
different challenges.

Data have been stored on many different types of media (Figure 5.4). 
Here is a list of some of them:

•	 Punch cards and paper tape that used holes punched in the 
paper to code those ones and zeros we discussed before

Figure 5.4  Storage devices have been many and varied over time.
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193The Hunt

•	 Magnetic tape on reels the diameter of an automobile tire, to 
smaller r eels a nd a udio t ape–sized c assettes, d own t o m ini 
tape cassettes you could hide in your fist

•	 Floppy disks in sizes from 8 inches to 3.5 inches
•	 Hard drives of various capacities and interfaces
•	 Various magnetic disk drives such as the Jaz and Zip disks
•	 Other outliers such as the SuperDisk and the MiniDisk
•	 Solid-state drives such as SanDisk, and so forth
•	 Optical drives—CDs and DVDs
•	 And even one hybrid optical/magnetic drive

If data that you need for a case, or an audit, or just for your own his-
torical records a re s tored on any of these t ypes of older media, you 
could face some unique challenges.

Consider first those floppy disks.* Floppy disks were first invented 
and used in the 1970s, and as noted previously, they came in 8 inch, 
5.25 inch, and 3.5 inch sizes. It is rare to find an 8 inch floppy these 
days, but you might still find some 5.25 inch disks laying around get-
ting dusty in a closet, and the 3.5 inch floppy drives were still pretty 
popular up until just recently, so you can still purchase them and some 
computers still have a floppy disk drive for reading them.

A floppy disk is made up of a flexible (floppy) magnetic disk con-
tained within a square or rectangular plastic sleeve that protects it 
from dust and damage. They could hold relatively small amounts of 
data by today’s standards, but they were still used extensively to store 
information.

If you have one of these disks and need to gain access to it for any 
reason, you are faced with some challenges. The first is the very real 
possibility of damage or corruption of the data. As with any magnetic 
media, these a re v ulnerable to magnetic fields. There has a lso been 
some research indicating that they may lose some of their magnetic 
charge over t ime, t hus making t hem i mpossible to r ead.† B asically, 
the ones a nd z eros a re maintained by d ifferent l evels of positive or 

*	 The c hronology o f d isk s torage. h ttp://www-03.ibm.com/ibm/history/exhibits/
storage/storage_chrono20.html. Retrieved June 17, 2011.

†	 June J amrich Parsons a nd D an O ja, New Perspectives on C omputer C oncepts 2 012: 
Introductory, Florence, KY: Cengage Learning, p. 78. Retrieved June 17, 2011.
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negative charge, and if that faded, there is no code for a drive to read 
and interpret.

Second, unless you are a t rue geek and saved every computer you 
ever owned back into the computer s tone age, you probably do not 
have a r unning computer with an 8 i nch or even a 5 .25 inch floppy 
disk d rive installed. If you have the need to acquire data f rom one 
of these older t ypes of media, it may require a t rip to your f riendly 
neighborhood computer antique store or a search online for someone 
willing to sell (or loan) that hardware to you.

The same thing applies to any of the other older or rare devices we 
mentioned above. I i magine that many of the readers of this book 
never even heard of a Zip or Jaz drive, though for a little while they 
were a p retty popular choice for storing more data. The Jaz drive 
could store up to 2 GB of data, which at the time was a huge storage 
device.

Some of the interfaces of older hard drives (SCSI for instance) are 
rarely used anymore and may also be hard to find or connect.

If your task is to gather some important information from one of 
these types o f devices, I r ecommend a n online s earch a s your first 
step. You w ill find t hat t here a re s till o rganizations o ut t here t hat 
will sell you the proper hardware to access the data on those media. 
However, i f y ou k now o r f ear t hat t he d ata w ere c orrupted o r t he 
media was damaged, you will probably have to turn to a reputable and 
experienced computer forensics organization for assistance.

Another w ay t hat d ata c an b e m ade i naccessible i s t hrough i ts 
having b een c reated i n a p roprietary f ormat. A gain, s ome o f y ou 
oldsters w ill r emember w ord p rocessing a pplications s uch a s Word 
Perfect and spreadsheet tools like Lotus 123. Some of these are still in 
existence and use today, yet they have faded into the background with 
the ubiquity of Microsoft Word, Excel, and so on.

When applications are used to create and store data, those applica-
tions use different types of coding mechanisms and architectures to 
do so, and in many cases you cannot open or view data created by 
those applications without using the original applications.

Say your mother spent a lot of time 15 years ago documenting your 
family history and lineage using Word Perfect version 1.2. She care-
fully saved all of that important information on her 5.25 inch floppy 
disks and stored them in a shoebox in the closet.
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195The Hunt

You went to a family reunion and started talking with her and your 
aunts about your ancestors, and she remembered that work she did. 
You decide it would be a great time to gather up that information and 
update it with recent events like the birth of your children and your 
nieces a nd nephews. Well, we a lready d iscussed t he problems w ith 
the floppy disks, but you are in luck. Your mom actually saved her old 
Commodore computer with a 5.25 inch drive.

You plug it in and fire it up, but it only boots up to a DOS prompt. 
There a re n o w indows, t here i s n o m ouse, a nd t here i s n o “ user 
interface.” Just a b lack screen w ith C: at the top waiting for you to 
do s omething. ( This i s what i s k nown a s t he D OS prompt, o r t he 
computer’s way of telling you in the old digital operating system that 
it is ready.)

If you are old or geeky enough to remember what to do next, you 
might manage to plug that floppy into the d rive and even navigate 
over to it to see what is on it. There is a command for that. You can 
type it in a fter the DOS prompt (if you a re interested, it would be 
DIR D: a ssuming t he computer w as r ecognizing your floppy d rive 
as D:).

Let’s assume you got this far either because you are old and geeky 
like me, or because you found some help somewhere. You can actu-
ally see file names that end with the extension .wp for Word Perfect. 
Excellent. Now you just double c lick on them. Oh wait, there is no 
mouse and no cursor.

OK, so you do some more research or call that old guy back and 
you figure out the command that you need to type to open those files 
in Word Perfect. You try that out, but it does not work. Unfortunately, 
the way those old systems worked, you had to have the floppy d isk 
with the Word Perfect application on it and load it up first. Once you 
loaded it on the computer, you could then open those files. Do you 
have that old application floppy disk? No? Oops, game over.

Again, this is all meant as an illustration of one of the many ways 
important data might be difficult or in fact impossible to gain access 
to when needed. In the example just given or in a s imilar situation, 
your choices would be to find someone or an organization with the 
correct software to open and recover those files in a meaningful way.

Now, a c omputer forensics expert, even w ithout the correct soft-
ware, might be able to gather enough of the raw text in a text-based 
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196 Electronically Stored Information

document to at least give you something to work with. However, if it 
is something with formulas, or graphics, or pictures that were saved in 
some proprietary format, it is unlikely that even the best experts will 
be able to decode and restore that to anything usable.

The bottom l ine is that data stored on obsolete or rare media, or 
stored b y a n a pplication i n a p roprietary c ode, m ay b e c onsidered 
unreasonably accessible or may be impossible to recover.

If you have to deal with any such information, keep this in mind 
and consider the resources and time that you will need to be prepared 
to expend if you choose to attempt the acquisition, restoration, or pro-
duction of such data.

5.3  Privileged, Sensitive, and Inaccessible Data Management

In o rder t o m anage a nd u nderstand t he i mplications o f p rivileged, 
sensitive, or inaccessible data, we have to begin by defining and docu-
menting what we mean when we use those terms. In this section we 
consider each of these carefully and give you some things to consider 
as you strive to define and document your understanding, procedures, 
and management of these types of data.

In the courts, it has pretty much always been the case that if you 
wanted to assert that evidence could not or would not be produced for 
a case, you needed to prove that it was privileged.

We begin by looking at what the courts consider privileged data 
and how that can be established, documented, and managed. If you 
are in the legal profession, this should be old news to you, but for the 
rest of us mere mortals, this is important to understand.

Anyone, a t a ny t ime, c an b e e mbroiled i n l egal i ssues s uch t hat 
they must understand what parts of the information they have access 
to will be produced. All of us therefore will benefit from understand-
ing that some information that is exchanged or stored in certain pro-
scribed ways might be exempt from being produced in court because 
it is considered “privileged.”

Let’s begin with the legal definition of privileged information:

n. statements and conversations made under c ircumstances of assured 
confidentiality which must not be disclosed in court. These include com-
munications between husband and wife, attorney and client, physician 
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197The Hunt

or therapist and patient, and minister or priest with anyone seeing them 
in their religious status. In some states the privilege is extended to 
reporters and informants. Thus, such people cannot be forced to testify 
or r eveal t he c onversations t o l aw e nforcement o r c ourts, e ven u nder 
threat of contempt of court, and if one should break the confidential-
ity, he/she can be sued by the person who had confidence in him/her. 
The reason for the privilege is to allow people to speak with candor to a 
spouse or professional counselor, even though it may hinder a criminal 
prosecution. The extreme case i s when a priest hears an admission of 
murder or other serious crime in the confessional and can do n othing 
about it. The privilege may be lost if the one who made the admission 
waives the privilege, or, in the case of an attorney, if the client sues the 
attorney claiming negligence in conduct of the case.*

This definition does a good job of summing up the l egal u nder-
standing o f p rivileged c ommunications. This c an a lso b e c alled 
attorney–client privilege if it is specifically addressing your commu-
nications with your lawyers about a case.

How would this a ffect you a s someone engaged in a l egal i ssue? 
For one, you should understand that i f you e-mail or text or other-
wise communicate anything to your attorney, or your wife, physician, 
therapist, or a r eligious counselor/minister of some k ind w ith some 
assurance of confidentiality, those communications are out of bounds 
for that issue and should not be allowed as evidence.

However, what is important to recognize is that, as with all things 
in the legal a rena, the idea of privilege can and w ill be challenged. 
There a re many ways that these t ypes of communications might in 
fact end up as part of the case, and most of them come down to good 
and careful practices by you and your legal or personal counselors.

In order to assert privilege and avoid confidential communications 
from becoming public or part of a court case, an attorney is required 
to document all of these types of communications and keep a privi-
lege log. Further, the attorneys are required to note in all such corre-
spondence that the information contained therein is privileged. Other 
counselors are similarly charged with the duty to manage confidential 

*	 law.com, Legal terms and definitions, “privileged communication”. http://diction-
ary.law.com/Default.aspx?selected=1615. Retrieved June 17, 2011.
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198 Electronically Stored Information

communications in such a way as to be able to prove to a court or to 
the opposing party that information is privileged and not available for 
discovery or production.

To y ou a s a n i ndividual, t his m eans t hat i f y ou t hink y ou a re 
communicating to one of the entities noted in the definition above 
on a confidential basis, you should look for and require that they are 
maintaining the proper management of those conversations.

For instance, in an e-mail correspondence with your attorney, you 
should s ee s omething i n t he s ubject l ine s aying “ Attorney–Client 
Privileged.” If you are ever concerned about a professional’s manage-
ment of your confidential information, you should ask and require a 
sufficient a nswer a nd e xplanation o f how t hey a re managing p rivi-
leged information.

In most all court cases where there is any question of privilege, an 
attorney i s required to keep and produce a p rivilege log t hat docu-
ments privileged communications and proves that those communica-
tions should be privileged and kept out of evidence. That privilege can 
be lost, however, if data are inadvertently produced through the error 
or oversight of an attorney or their staff. This has happened in some 
cases, and it can result in bad outcomes for the interested parties.

On the other hand, I read a case where very competent paralegals 
who had to go t hrough l iteral mountains of data inadvertently pro-
duced a small number of documents that should have been privileged. 
When those documents were referred to by the opposing counsel in 
deposition, the attorneys for the privileged party objected and asked 
the c ourt t o r emove t hem f rom e vidence b ased on t heir p rivileged 
status. In that case, the court agreed based on the huge volume of data 
that the paralegals had been working with, their general competence, 
and the fact that the information should in fact have been considered 
privileged.

As usual, this can go b oth ways. In the end, it is a lways a matter 
of c areful practice a nd oversight. You c an a ssist w ith t his by being 
very clear with your attorneys or other professionals when you think 
something should be confidential and ensuring the proper handling 
and documentation are being maintained.

Another type of communication that a court will consider unavail-
able as evidence is what is known as work product. Again, i f we go 
back to the law dictionary, we find the definition is as follows:
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n. the w ritings, notes, memoranda, reports on conversations w ith the 
client or witness, research and confidential materials which an attorney 
has developed w hile r epresenting a c lient, p articularly in p reparation 
for trial. A “work product” may not be demanded or subpoenaed by the 
opposing party, as are documents, letters by and from third parties and 
other evidence, since the work product reflects the confidential strategy, 
tactics and theories to be employed by the attorney.*

In legal terms, you will hear this referred to as the work product 
doctrine. This doctrine is basically the practice of ensuring that any of 
the work done by an attorney or his consultants or agents† is protected 
from discovery in a court case.

This can be hugely important for an attorney or anyone working for 
an attorney to understand because, again, this protection can be lost 
by mismanagement of the information.

For instance, if you are consulting as a forensics examiner with an 
attorney, a ll of the reports and findings, even including the “mental 
impressions, conclusions, opinions, or legal theories of a party’s attor-
ney or other representative concerning the litigation”‡ (as specifically 
stated in the Federal Rules of Civil Procedure), are considered work 
product. Therefore, they are not producible as evidence in court. That 
makes it extremely important that you as an examiner or agent for the 
attorney t ake t he necessary p recautions to p rotect t hat i nformation 
and not inadvertently deliver it to the court or opposing counsel.

A big caveat for anyone working in this capacity is to understand 
that unless you are working as the attorney’s agent, this work product 
doctrine will not apply. In other words, if you are hired by the actual 
plaintiff or defendant, your work is not protected and could be discov-
erable for a court case.

*	 law.com, Legal terms and definitions, “work product”. http://dictionary.law.com/
Default.aspx?selected=2261. Retrieved June 18, 2011.

†	 Forensic focus: Articles/papers, barristerharri, is your client an attorney? Be aware of 
possible constraints on your investigation (Part 1 of a multi-part series), September 
24, 2 011. http://articles.forensicfocus.com/2011/09/24/is-your-client-an-attorney-
be-aware-of-possible-constraints-on-your-investigation-part-1-of-a-multi-part-
series/. Retrieved June 18, 2011.

‡	 Fed. R. Civ. P. 26 (b)(3)(B). Retrieved June 18, 2011.
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It is also quite often the case that experts or consultants are hired by 
the courts as third-party neutrals or special masters. In that case, he or 
she is working for the courts, and all evidence, including reports, find-
ings, and opinions, can be considered relevant evidence to be admitted 
for the case. This can be advantageous to the finding of fact by virtue of 
the objectivity of the expert who was not hired by either side in a dispute.

Next we need to consider the issues around information that might 
be confidential or sensitive.

Whether information is considered confidential, sensitive, or pub-
lic only matters if someone is maintaining some type of classification 
of that data. Unless and until data are classified and that classification 
is documented, there is no way to give it the proper protections. 
Confidential d ata m ight i nclude i nformation s uch a s t hat w e d is-
cussed with privileged communications. This type of data might also 
be personally identifiable information (you might hear this called PII) 
which if revealed could result in harm to a person or his or her finan-
cial well-being. This would include data such as

•	 Credit or debit card or social security card numbers
•	 Driver’s l icense o r o ther l icense i nformation, e specially i f 

combined with other personal information such as full name 
and data and place of birth

•	 Information ab out y our h ealth s uch a s m edications o r 
diagnoses (this is sometimes referred to as PHI, or personal 
health information)

These types of information are considered confidential and private in 
the United States. In Europe, privacy rules are even more proscribed 
and include information about where you live or work, what you pur-
chased, and so forth.

Confidential information can be difficult to define precisely. But 
again, it is in your interest to understand and carefully manage your 
own e xposure o f c onfidential i nformation, o r t he e xposure o f y our 
organization o r f amily’s d ata. F ind o ut w hat t he p rivacy l aws i n 
your jurisdiction cover and protect that information carefully.

As an owner or manager of an organization, you may be respon-
sible for a nother l arge p ortion o f p rivate o r c onfidential d ata, s uch 
as your employees’ personal information, health and insurance data, 
banking information, and so forth.
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Your c ompany m ay a lso h ave i ts o wn b anking i nformation t hat 
requires special protection and management. If you sell or purchase 
anything, you may also be holding confidential information for your 
clients or suppliers. And if you accept transactions using credit cards, 
all of that credit card information must be protected as confidential. 
All of these data can be and most often are stored electronically and 
thus require a l evel of d iligence and care to maintain security. This 
is not a book about information security so we will not go far down 
that path.

However, it is important to understand that as an owner or man-
ager of an organization, a legal professional, or even just a citizen, we 
control confidential data that must be protected both for legal reasons 
and just for the sake of privacy and the security of our assets.

Everyone should have management practices in place to ensure that 
this type of data is held in a s afe and secure method and with good 
security practices. Some of t he most basic of t hese practices would 
include

•	 Strong passwords and authentication policies
•	 Encryption
•	 Good monitoring and incident response
•	 Security-minded development of new applications

Now t here a re o ther d ata t hat m ight b e c onsidered s ensitive a nd, 
depending on the importance of the data, might even be t reated as 
confidential. For e xample, i nformation ab out c ritical i nfrastructure 
such as the physical or logical location of control systems for electric 
or other power grids, or water/sewer pumping stations.

By logical I a m referring to their location on a network or on the 
Internet, if they are available over those medium. More and more of 
these types of systems are moving to Internet access because of the 
convenience and efficiency that type of access brings with it.

Yet t hat t ype o f i nformation i n t he w rong h ands c ould b e v ery 
dangerous. That data would be considered at least sensitive and pos-
sibly s hould b e g uarded a nd s ecured a t l east a s c arefully a s o ther 
confidential information.

If such information was requested or required for a c ourt case or 
an audit or other reasons, it would be the responsibility of the produc-
ing party to justify its refusal to produce that information by proving 
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202 Electronically Stored Information

the data’s classification is based on real and justifiable concerns. The 
courts or auditors might s till decide the data are of enough impor-
tance or relevance to require their production. If that is the case, the 
responsibility for the security and integrity of that data then passes 
to  the court o r t he opposing side or other parties who will r eceive 
that data.

Finally, there w ill a lways be data that a re s imply inaccessible. In 
this chapter we showed various reasons that might be the case.

In a legal case, it is often true that attorneys will assert inaccessibil-
ity as a reason for failing to produce certain discoverable and relevant 
information. The legal a cronym y ou w ill h ear i s N RA, w hich h as 
nothing to do with the National Rifle Association, though they may 
have some N RA d ata. N RA i n t his c ase s tands for not r easonably 
accessible. There i s a mple a nd v arious c ase l aw t hat s ets p recedent 
for what can and cannot be considered not reasonably accessible. And 
as with all case law, it often depends on the circumstances of the case 
at hand.

In s ome c ases, t he f act t hat i mportant d ata w ould r esult i n 
extremely  high c osts b oth i n finances a nd r esources r equired, w as 
enough to convince the courts that it should be legitimately consid-
ered out of bounds and not entered as evidence. However, in other 
cases, the courts felt that the information was so important that the 
costs were immaterial or justified and the data must be produced.

Sometimes t he c ourts w ould d o w hat i s k nown a s c ost s hifting 
and require the party with either the most resources or the most at 
stake to pay for the acquisition of data that were deemed NRA.

In a t l east one c ase, t he court decided t hat t he i nformation w as 
important and that the party asserting its lack of accessibility had con-
tributed to that lack by virtue of extremely poor records management 
practices or outright spoliation (a legal term meaning destruction or 
corruption of evidence). In that case, the courts basically slapped the 
offending party by requiring that they spend the money and time to 
acquire and produce that e vidence no matter how long and e xpen-
sive it was, because it was through their own fault that the data had 
become inaccessible.

In many c ases now, t he courts a re r equiring a n accessibility log, 
just as they a re requiring a privilege log. This means that they will 
want clear documentation that justifies the assertion of inaccessibility. 
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203The Hunt

They will want to know about your records management policies and 
even m ore i mportant y our a ctual p ractices a round ma nagement o f 
your data.

This is a great lesson and a good way to end this section. In the 
end, it all comes down to good practices and careful management of 
your data. Whether you are the responsible party in an organization, 
a legal professional, or just a citizen in our digital world, you are the 
owner of d igital data that may be needed in the future. You have a 
responsibility to understand and document that data in such a w ay 
that it is properly classified, indexed, and protected against corruption 
or loss. I f it i s confidential data, it should be c lassified a s such and 
treated with the correct practices that ensure it is safe from exposure.

Whatever t ype o r c lassification o f d ata i s w ithin y our r ealm o f 
responsibility, you are well advised to manage it carefully and under-
stand where it exists and how to access it if needed. A l arge part of 
that management is knowing what parts of that data need to be treated 
differently d ue t o t heir c lassification a s p rivileged, c onfidential, o r 
sensitive, or for some reason inaccessible.

5.4  Proving Ownership and Integrity

One of the biggest issues that can get in the way of electronic evidence 
being accepted in a court of law or any other venue is the ability (or 
lack thereof) to prove who actually created that piece of evidence.

This can create a situation that is referred to as plausible deniability, 
meaning that it is possible for a party to deny having created a piece of 
electronic evidence based on the inability to prove that he or she ever 
had access to it.

Creating and managing data in a way that maintains its integrity, 
documents i ts a ccess, a nd m onitors a ny c hanges a llows a pa rty t o 
ensure nonrepudiation. Nonrepudiation is simply the ability to prove, 
based o n c arefully c ontrolled r ecords m anagement p ractices, w ho 
actually had access and made changes to or saved a piece of electronic 
evidence.

Similarly, by the very nature of electronic data, it can be relatively 
easy, whether by mistake or intentionally, to corrupt the integrity of a 
document. By this I am referring to the idea that it can be difficult to 
prove that the electronic record in question is in fact the same record 

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.

C
op

yr
ig

ht
 ©

 2
01

6.
 A

ue
rb

ac
h 

P
ub

lis
he

rs
, I

nc
or

po
ra

te
d.

 A
ll 

rig
ht

s 
re

se
rv

ed
.



204 Electronically Stored Information

you started with. You need to somehow be able to document that the 
record has no changes of any k ind from the one that is required for 
the case at hand.

In this section, we consider all of the steps you as an individual or 
an organization can take to ensure the integrity of data such that the 
possibility of plausible deniability is minimized and nonrepudiation is 
maximized. We use some examples to illustrate these concepts.

As we d iscussed e arlier, a d igital r ecord, whether a d ocument, a 
picture, a s preadsheet, or anything e lse, i s c reated using some k ind 
of user interface application. Even if you are using the most basic text 
editor, there is coding going on in the background both by that appli-
cation and by the computer operating system. These metadata (or data 
about the d ata) a re e xtremely i mportant t o o ur c onversation ab out 
integrity and ownership.

When one is attempting to establish the ownership of an electronic 
record, understanding when and where it was created is going to be 
your best clue. The data are contained in the metadata of every elec-
tronic record, or in some cases the data are collected by the operating 
system and stored in some type of log.

On Windows computers t here i s a h idden s ystem file c alled t he 
MFT that we talked about earlier. This is a flat database containing 
information about every file and folder ever created on the device since 
it was built and fired up for the first t ime. Other operating systems 
use similar methods of tracking files and their creation, modification, 
and access times, as well as their locations within the folder hierarchy.

How does this work in the real world? Imagine a case where the 
plaintiff alleged that the defendant stole patented information. These 
kinds of cases go on all the time.

In o ur i maginary c ase, t he f acts a s w e k now t hem a re t hat t he 
plaintiff worked for the defendant for many years and was a m odel 
employee. She was an engineer who developed many different prod-
ucts that the defendant company developed, patented, and eventually 
sold. Everyone was happy. However, some of her ideas either were not 
that great, or at least the company found they did not have the poten-
tial of others, so they told her they were not interested. Please go on to 
your next great idea. Toward the end of her employment with them, 
one of these rejected ideas seemed to her to be an extremely excellent 
and wonderful invention that she was very excited about.
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205The Hunt

Now, as an employee with this company, she agreed that anything 
she invented belonged to them and was theirs to patent if they wished. 
When t hey t urned d own t his i dea, s he w as d isappointed a nd s ent 
an e-mail to her boss asking if she could consider this rejected idea 
exempt from their agreement and take it up on her own. She received 
several e-mails f rom m anagement t hat e ventually a greed to r elease 
this invention from their agreement and allow her to pursue it on her 
own i f s he w ished. S hortly a fter t his, s he t endered her r esignation 
from this company and went out on her own to develop her great idea.

As it turned out, she was r ight to be so excited about her inven-
tion. It became a h uge success and she and her new product began 
to b ecome e xtremely v aluable. E verything w as l ooking p retty r osy 
until suddenly her old company came out with an extremely familiar 
looking product and started competing with her. Because they were 
a much l arger a nd more established company, they had a consider-
able advantage in marketing and brand recognition, and her company 
began to quickly lose market share for her wonderful invention.

At this point she sued her old company, the defendants, a lleging 
that they had stolen the patent for which they had given up their rights 
while she was in their employ. She had electronic documentation to 
prove her assertions including the previously mentioned e-mails and 
an actual document that was attached to one of the e-mails stating 
that they released their interest.

It seemed like a cut-and-dried case until in the first days of discov-
ery the defendants produced e-mails and electronic documents from 
an earlier date than the ones she had, showing that they had not in 
fact released their interest and that they asserted their ownership of 
the patent r ights. They threatened a c ountersuit i f she d id not d rop 
her case.

Now, as was noted, these folks had an established company, and 
along with that came powerful and experienced legal counsel who felt 
pretty assured that they could bully our friend the plaintiff into giving 
up her lucrative patent and bowing to their superior might. However, 
this is a good illustration of one part of the electronic evidence revolu-
tion that we have not really dwelt on too much.

In some cases, at least, it can enhance the justice system by creating 
a more level playing field. In this case, because they were dealing with 
electronic e vidence a nd t he n eed t o p rove o r d isprove i ts i ntegrity, 
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206 Electronically Stored Information

both sides had an equally good chance of prevailing if they had the 
capacity and expertise available to prove their assertions.

Now enter the forensics experts.
The truth of this matter rests squarely on proving the integrity and 

ownership of the two sets of documents being presented with oppos-
ing conclusions. If our plaintiff can prove that her electronic evidence 
was in fact created when and where and by whom she is asserting, she 
is one step closer to prevailing in this case. However, she also needs to 
prove the contrary—that the defendant’s evidence is false and was not 
created when, where, and by whom they are asserting.

In o ur i maginary c ase ( which I a dmit h as i ts b asis i n s everal 
different cases I have read), the forensics experts for the plaintiff ask 
for and receive complete sets of records from the defendants’ comput-
ers and begin creating a timeline of events to try to understand the 
discrepancy b etween t he a ssertions of t heir c lient the plaintiff and 
those of the defendants.

They a re l ooking t hrough t he m anager’s c omputer, a nd t hey a re 
noting regular and expected activities on a d aily basis. They can see 
when he logged in for the day, when he went online and checked his 
e-mail and his stocks, when he did some Google searches, when he 
worked on some documents, when he c reated and sent e-mail, and 
so on.

The timeline goes a long pretty normally, but for some reason on 
the day that the alleged e-mails and the contrary document were sup-
posed to have been created and sent, they are not finding any evidence 
of that activity. So, they go into the MFT looking for the creation time 
and date of the document in question, and there it is w ith approxi-
mately the right time and date. Now this is a puzzle and an anomaly, 
and experts do not like those.

They next take a l ook at some event logs for the day in question, 
and again there does not seem to be any evidence of the application 
that was supposed to have created the document having been opened 
at t hat t ime and date. Being t he careful s leuths t hat t hey a re, t hey 
look further and deeper and suddenly they find something of extreme 
interest.

On a d ay several weeks a fter the supposed day of creation of the 
document in question, the event logs show an odd thing. The time 
clock on the computer is set back to a day 2 weeks earlier for a short 
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time and, lo and behold, the application that created the document 
is fired up during that window as is the e-mail program. After some 
time goes by those applications a re c losed again and the time goes 
back to normal and proceeds in a regular way.

The next day in court the plaintiff ’s attorney asks the court to allow 
him to depose (deposing means to question in a special meeting called 
a d eposition), t he d efendant’s I T m anager. The court a llows t his 
and the deposition is scheduled and occurs some days later. In deposi-
tion, the IT manager for the defendant admits that he was asked by 
management to set the computer t ime c lock back on the manager’s 
computer a nd d id so on t he d ate noted by our heroes, t he forensic 
sleuths.

At that point the defendants for some odd reason agree to settle 
the c ase, c ease a nd desist f rom marketing t he p roduct i n question, 
and pay all court costs as well as a substantial award to the plaintiff. 
Case closed.

This e xample i llustrates many of t he ways t hat t he integrity a nd 
ownership o f e lectronic e vidence c an b e m anipulated a nd u sed t o 
either obfuscate or prove the integrity of that data.

We look a l ittle closer at the issue of date and time stamps in the 
next section, but in the end, the ability to prove who d id what and 
when is often the entire crux of any assertion in court or otherwise.

To e stablish t he “ who” i s o ften d ifficult, e specially i n s ituations 
where m ore t han o ne p erson u ses a c omputer o r o ther e lectronic 
device. There have a lso been c ases where defendants have u sed t he 
“virus” d efense a nd i nsisted t hat t hey w ere n ot g uilty o f w hatever 
crime w as shown to have t aken p lace f rom t heir computer because 
they had a virus and the “virus made them do it.”

This defense might have some merit, but there will need to be some 
evidence to show this is the case, such as actual virus evidence on the 
device.

In establishing ownership, one can sometimes find evidence in the 
metadata. Some applications w ill r ecord t he u ser name e ither f rom 
something a user typed into the application itself or from the person 
logged in at the time. However, that can be relatively easy to dispute 
as without an actual camera taking pictures of who is typing on the 
computer at the time the document is created, there is no sure way to 
tell if someone else had control of the computer. The logged-in person 
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208 Electronically Stored Information

may have left it running and went to lunch, or that person might not 
have specific and controlled login credentials for everyone, so anyone 
in the family or the office can log onto anyone else’s computer.

Given t hat t hose m etadata m ay b e d ifficult t o p rove o r a t l east 
easy to refute, what other methods can be applied to prove who did 
what a nd w hen? On e m ethod o ften e mployed i s t he o ne w e m en-
tioned in our example. Experts will create a t imeline of events on a 
computer that establishes what was taking place when. For instance, 
they can show that at 8:37 A.M. on Thursday, December 2, the com-
puter was logged into by someone with the user name of Vjohnson. 
At 8:42 A.M., an Internet browser was started up and the Facebook 
account for Violet Johnson was logged into. A s ession of t he g ame 
Farmville was played for the next hour or so under the user ID of VJ. 
At 9:56 A.M., a Google search occurred that looked up information 
on how to poison your husband. Then at 10:23 A.M., another search 
was typed in with the search term strychnine. Finally, at 10:54 A.M., 
a Google mail session was opened up under the user name JohnsV1@
gmail.com and that session shows evidence of lasting for approxi-
mately an hour. Traces of e-mails to and from that address are found 
with date and time stamps that correspond to that time frame, and all 
of the ones from that e-mail address have ample evidence of having 
been authored by the same Johnson.

Now w hile t he ab ove d oes n ot e stablish p erfect e vidence t hat 
Johnson w as p lanning t o k ill h er h usband w ith s trychnine p oison, 
if he should show up w ith t hat c ondition i n t he f uture, t his c ould 
certainly b e i mportant e lectronic e vidence o f h er c ulpability. E ven 
without using metadata that might be difficult to prove, the forensic 
experts can show, using this methodology, what in this case would 
be pretty compelling evidence of who was actually on the computer 
when the actions that establish culpability for a crime took place.

The other pa rt of proving integrity i s somehow e stablishing t hat 
a p iece o f e lectronic e vidence w as n ot t ampered w ith i n a ny w ay. 
Because it is electronic, this type of data is susceptible to many differ-
ent types of changes, often simply by turning on a computer or start-
ing up an application.

In order to use evidence in a trial or for other uses and be sure it 
was not changed in any way, processes, tools, and protocols have to be 
carefully followed that ensure against these types of changes.
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One o ften-used t ool i s w hat i s k nown a s h ashing. A h ash i s a 
mathematical process r un on a ll of those ones and zeros that make 
up a file. Because a ll electronic data are represented by the bits and 
bytes of numbers that we discussed in other chapters, these numbers 
can be mathematically manipulated through a known hash algorithm 
that will result in a very long set of numbers and letters in a hexadeci-
mal format. This long hexadecimal number is called the hash, and it 
can be made of a file or folder, a g roup of files or folders, or even an 
entire hard drive or other storage medium (Figure 5.5). That large and 
unique number is l ike a fingerprint of what is contained in the data 
at that moment. If someone changes even the period at the end of a 
sentence and you run that same hash algorithm against the file again, 
the resultant number will have changed.

To guard and maintain the integrity of electronic evidence and to 
be able to prove that what you are producing for a court or audit is the 
same evidence as was requested or was created originally, experts will 
often begin by creating a hash value of that evidence before it is moved 
or copied. They use special tools that do not manipulate or write any 
data to the device they are copying from, and they carefully document 
the c hain of c ustody or a ny c hanges t hat m ight have occurred a nd 
what and why they occurred.

Then, a t t he o ther e nd o f t hings, w hen t hey a re p roducing t hat 
evidence, they can use the hash values that were recorded, along with 
their chain of custody documentation to prove that the evidence in 

Figure 5.5  A hash of a file, folder, drive, or any piece of digital data is like a fingerprint.
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210 Electronically Stored Information

question is the same as when it was created. Or if that is not the case, 
they can show why it is not and establish whether it is still legitimate 
and relevant evidence that should be admitted.

That l ast pa rt p robably n eeds a n e xample t o m ake m ore s ense. 
Assume you were asked to bring to court a s et of e-mails that were 
created on a certain computer. Those e-mails were copied into a Word 
document b y s omeone w ith l ess e xpertise i n t hese i ssues a nd t hen 
deleted from the original e-mail application. Those e-mails saved into 
a Word document, though they lost the integrity of the original docu-
ments, might still be admissible as evidence if

•	 You c arefully d ocumented w hen a nd b y w hom t he e-mails 
were copied.

•	 You c an d emonstrate h ow t hat W ord d ocument w as p ro-
tected f rom any changes (perhaps by c reating a h ash of the 
document).

•	 You d id e verything i n y our p ower t o a ttempt t o r ecover 
whatever you could from the e-mail application.

If the courts feel they are important enough and there is good docu-
mentation establishing that the core text was not changed, the e-mails 
might be admitted.

In an i nteresting example of t he i mportance of m aintaining t he 
integrity of electronic documents, the U.S. Congress in 2011 was con-
sidering a new law called the Uniform Electronic Legal Material Act. 
This would encourage all of the states to adopt methods of authentica-
tion for any of their official government records. In an article from the 
Library of Congress,* it is noted that this process can be complicated 
and expensive, but that states should be considering the best ways to 
accomplish this for obvious reasons.

Depending on the sensitivity of the documents in question, they 
might have a s imple mechanism that compares a downloaded docu-
ment to an original, or they might have something more complex that 
compares hash values.

*	 Library of Congress, Butch Lazorchak, UELMA: A law we all can love. http://
blogs.loc.gov/digitalpreservation/2011/11/uelma-a-law-we-all-can-love/?doing_
wp_cron. Retrieved 2011-07-09.
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All of this w ill require s tates and other government entities that 
come under the purview of this law to create methods of authentica-
tion up front when they create and store documents. In other words, 
each new official document will probably need to have a hash value or 
some other type of authenticating metadata attached to it that can be 
referenced in the future.

Establishing a nd m aintaining t he o wnership a nd i ntegrity o f 
electronic e vidence c an b e pa ramount i n a ny t ype o f c ase. I t i s 
always going to be a n important role t hat a n organization should 
create policies and procedures around in order to ensure they have 
the means to prove that integrity. These procedures should include 
the following:

•	 Careful records management and documentation
•	 Log management
•	 Good p ractices a round t he h andling o f p otential e lectronic 

evidence

Those good practices will require an organization to have policy and 
established processes for litigation holds that ensure all affected peo-
ple in the organization understand their responsibilities for preserv-
ing the integrity of any potentially relevant electronic evidence should 
there be any indication of a possible court action. We discuss litiga-
tion holds in more detail in Chapter 6.

5.5  Marking Time: How Time Is Recorded and Ensuring Integrity

As noted in the last section, the time and date information included 
in o r ab out a n i mportant p iece o f e lectronic d ata c an o ften b e t he 
crux of a matter when trying to establish what happened when and to 
whom. In this section, we spend a l ittle more time considering time 
(Figure 5.6).

Modern computing devices operate in cycles of time that are tiny 
compared t o w hat w e a re n ormally a ware o f. They o perate i n a nd 
record those operations in milliseconds (one thousandth of a second). 
This w as not a lways t he c ase. S ome o f t he first c omputers d id not 
bother tracking or recording the time of day, but they still operated in 
timed cycles that they did track.
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212 Electronically Stored Information

Tracking the time is done in different ways by different operating 
systems. Microsoft operating systems track time on the basis of how 
many 1 00 n anosecond p eriods h ave pa ssed s ince J anuary 1 , 1 601, 
while UNIX systems track seconds since January 1, 1970.

These are arbitrary choices made by geeks with not enough to keep 
them challenged in my humble opinion, but in any case that is how 
these operating systems keep track of the time and record it internally. 
However, a s w ith e verything i n o ur e lectronic w orld, t hose g eeks 
knew better than to expect us normal humans to be able to decode 
their s chemes. A ll modern e lectronic devices decode a nd r epresent 
these system time data to users as a time and date we recognize, such 
as October 15, 1978, at 12:01:06:13, which actually does take us down 
to the millisecond level i f we care to know it (in this case 06 is the 
hundredths of seconds and 13 is the milliseconds). But the important 
thing t o u nderstand i s w here t he c omputer g ets t hat t ime f rom i n 
the first place. Does it come out of midair? I guess in some cases you 
might say that it does.

The bottom line is that the time a c omputer records and stores is 
entirely dependent on input it gets f rom outside. There is no magic 
time finder hiding inside of each computer.

Computers a nd a ll o f t he d evices t hat u se c omputing s ystems 
(phones, c ameras, t oasters, V CRs, t elevisions, e tc.) w ill c ontain a 
chip that keeps track of milliseconds and in many cases will have a 
backup battery that keeps it running so it does not lose t rack when 
you turn off the power. Some of these devices, as noted above, will get 

Figure 5.6  Time is of the essence: The question of when something happened can be one of the 
most important facts to establish.
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213The Hunt

their information out of midair by picking up radio signals from the 
atomic c lock at the U.S. Naval Observatory or other sources. These 
are accepted standard keepers for the “real” time worldwide.

Other devices get their time reference from a network time server 
that they are connected to via a wired or wireless network. That server 
has in turn gotten its time from some other source, perhaps the atomic 
clocks noted above.

Because this i s so important to the smooth r unning of our soci-
ety, standards have been established and are adhered to pretty much 
worldwide. The base t ime standard originally came f rom the Royal 
Greenwich Observatory in Greenwich, England, where they carefully 
monitored the rotation of the planet and calculated the exact agreed-
upon “mean” time or what is known as Greenwich Mean Time.*

More recently, this was replaced by something called U niversal 
Time that i s calculated by comparing many d ifferent atomic c locks 
around the world and adjusting for anomalies to come up with a time 
standard t hat is a s accurate a s possible. This i s t he base time upon 
which o ther t ime z ones a round t he world a re b ased. Greenwich i s 
still considered the “prime” or base meridian of time calculations, and 
Universal Time, or what you will hear referred to as UTC (Universal 
Coordinated Time), i s s till the t ime you w ill find on a ll the c locks 
in England.

Depending on the distance from Greenwich and sometimes some 
arbitrary and even politically motivated lines, the time in a certain 
zone w ill d iffer f rom G reenwich t ime, u sually ( but n ot a lways) i n 
hourly increments somewhat corresponding to the movement of the 
planet around the Sun and its approximate 24-hour spin.

Now you might be wondering how all this is related to understand-
ing the time of an activity on a computer—good question. The reason 
we are delving into this fascinating discussion on time standards and 
time zones is that most all computers will record creation, access, and 
modification times of the activities that occur on them in UTC.

If you are producing records and hope to prove or disprove a point 
with those records based on the time they happened, you may need to 

*	 History of legal time in Britain. http://www.polyomino.org.uk/british-time/. 
Retrieved June 17, 2011.
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214 Electronically Stored Information

understand and translate between UTC and the time zone in which 
the activity took place.

That last part of the sentence above is very important to note. To 
establish what time an activity took place, you need to consider where 
it took place and the date it took place as well.

As a n e xample, t hink ab out a c ase w here y ou a re t asked w ith 
establishing e xactly w hen a d ocument w as c reated a nd l ast s aved. 
According to the evidence you have, the document was saved on a 
computer in Florida on December 16. You are examining the com-
puter 6 months later in Colorado. The time recorded for that docu-
ment’s creation and last access are recorded as noted above in UTC. 
Your j ob w ill b e t o c onsider w hat t he t ime z one d ifference w ould 
be for F lorida during D ecember. That would b e Eastern S tandard 
time (note that between November and March we have to adjust for 
daylight savings time) which is –5 hours’ difference from UTC. Your 
time stamps have to be adjusted to reflect the actual local time where 
the activity took place.

Now, t hink ab out how t his m ight b e c omplicated i f t he a ctivity 
took place in one of the oddball places like Indiana, where they do not 
observe daylight savings t ime, or other t ime zones l ike some of the 
Caribbean Islands that choose to adjust their time by only a half hour 
instead of an hour. And of course, all of this assumes that the time on 
the computer in question was accurately set to begin with and was not 
tampered with or simply lost time due to malfunction of the time chip 
or power loss in the battery.

Because this can be so important, it is imperative that some type 
of auditing or other means of verification of the accuracy and integ-
rity of the time be established. If you are in the position of needing 
to prove the integrity of the time, you may need to gather corrobo-
rating evidence such as other devices that show the same t ime for 
the a ctivity i n q uestion, o r p erhaps s ome t ype o f d ocumentation 
of t he t ime having been audited a nd monitored for accuracy on a  
regular basis.

As an organization that might have to prove the integrity of time 
information recorded on its electronic data, it is important to main-
tain that type of auditable documentation to show that you have some 
type of time server or standard that is monitored regularly and care-
fully maintained.
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5.6  Legal and Forensically Sound Acquisition

This chapter has focused on the idea of how to locate and recognize 
data a nd t he c hallenges a nd i ssues t hat c an a rise. On ce y ou h ave 
accomplished that task and worked through all of those challenges, 
you are ready to acquire that information in order to organize it and 
produce it, either for a court proceeding, some administrative or audit 
review, or just as a part of your own archival records management.

No matter what the reason for gathering that data, doing so in a 
forensically sound manner is a good practice as it will ensure that the 
data you produce can be proven to be the same data a s you started 
with and have not been manipulated or changed in any way from the 
original.

We talked a little earlier about some of the tools that professionals 
use to accomplish this maintenance of integrity, but in this final sec-
tion we will delve into those more deeply and give you some practical 
policy rules that you can incorporate into your organization’s practices.

As noted before, the number one priority is to maintain informa-
tion in its original state and be able to show that you have done so. To 
accomplish that, you should begin with good documentation around 
your records management policies. Much more important t han t he 
policies, however, are the actual practices to which you or your orga-
nization adhere. In every case, a court is going to want to know and 
understand what you actually do, not so much what you suggest you 
or your staff should be doing in policy documents.

So, let’s begin with records management policy basics. Of course 
this could be a book all by itself, so we just hit some main points that 
you can put into practice, and I encourage you to learn more and apply 
that knowledge to your specific needs and requirements.

Records m anagement p olicy s hould first i nclude c lassification o f 
data. You and your colleagues and staff must have a good understand-
ing of the types of data you are producing and the legal and archival 
ramifications and requirements for each of those types.

For instance, there will most always be some records retention rules 
that attach to certain types of information such as contracts, invoices, 
and human resource records. These a re usually determined as regu-
lations e ither f or y our i ndustry o r f or t he pa rticular j urisdiction o f 
which you or your organization are a part.
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216 Electronically Stored Information

Spend some time learning about and understanding which pieces 
of information your organization creates that are subject to these reg-
ulations. Ensure that everyone who creates, accesses, or in any way 
handles that data is aware of the regulations that apply. Create written 
policies that are available to all employees that explain those regula-
tory obligations. If you are smart, you will also insist that anyone who 
has access to this type of data has read, understood, and signed off on 
these policies. This will go a long way in a court case toward showing 
that your practices follow your policies.

Another good way to prove that those practices are adhered to is to 
do a regular audit of your employees and of the regulated information 
and their record retention practices to ensure they are being handled 
according to policy.

Once you deal with the regulated information, you still may have 
other d ata t hat a re i mportant t o y our o rganization a nd s hould b e 
managed carefully. This might include e-mail in general or intel-
lectual p roperty, o r p erhaps l og i nformation f rom y our n etwork o r 
a specific application. Again, your task is to have a t horough under-
standing of the importance of that information as well as considering 
its possible importance either to your organization or yourself, or as 
possibly relevant information in a court case.

If you a re doing t his for yourself a s a n individual, i t i s mostly a 
matter of considering a ll of the t ypes of information that you store 
electronically and its possible value in the future. Make good choices 
about how the data are preserved, organized, and maintained so the 
data will be available when needed.

If records management practices and policies need to be developed 
for an organization, I would recommend gathering a group of stake-
holders including top-level management, auditors, legal counsel, and 
IT managers and staff if those positions exist. If any of those positions 
are outsourced or contracted for, it would be useful to have them in 
the meeting as well.

Start, as noted above, by understanding the records retention regu-
lations that apply, and then carefully consider all of the other data that 
you produce. Use the information you learned in this book as a guide 
to ensure you a re considering a ll of the d ifferent places data can be 
stored and all of the issues and challenges around being able to access 
that data.
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217The Hunt

Come up w ith a s et of policies and g uidelines that takes a ll this 
information into account. Your auditors and legal counsel can assist 
you with the regulatory requirements, and your IT folks can help you 
to understand where the data l ive, who owns and controls the data, 
and how you will be able to access and manage the data. Management 
will be able to help you understand all of the different types of infor-
mation created and preserved within your organization.

Top-level management o r e xecutives need to b e i ncluded i n t his 
work as well, because it is extremely important that they understand 
and buy off on the policies. They will ensure these policies are adhered 
to throughout the organization i f they believe in the importance of 
these practices.

Document those understandings in policy and guidelines, and 
when y ou f eel t hey a re a s c omplete a s p ossible (with t he u nder-
standing that such policies need to be dynamic and flexible as your 
organization e xpands o r c ontracts a nd a s t echnology c hanges), 
arrange f or r egular a nd o ngoing t raining o n t hose p olicies f or 
everyone in your organization who will have access to those types 
of records.

Good records management practices are the most important foun-
dation for ensuring the integrity and availability of records. With 
those in place and well documented, you have taken the important 
first steps.

When it is time to gather that data for whatever reason, you now 
have the information readily available to know who owns it and how 
to gain access to it. The next important step is to acquire that data in 
a forensically sound manner. To do that, start with some type of tool 
that allows you to make one of those fingerprints we spoke of earlier 
called a hash. Run that application and create a hash value for every 
piece of information that you will be preserving.

Many computer forensics applications have this capacity built into 
them. If you or your computer forensics specialist are using those tools 
to create an exact copy (sometimes called an image or a snapshot) of a 
set of data, those applications will automatically verify the integrity of 
the data by creating a hash value before and after the data are copied. 
In many cases, they will use two or more types of hash algorithms to 
add even more surety to the integrity of the copied data. They w ill 
sometimes store those hash values in a text file that you can save with 
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218 Electronically Stored Information

the copied data, or sometimes these applications actually attach those 
hash values as metadata to the copied data.

However, you do not have to have these specialized tools. Some 
operating systems will do what is k nown as a verified copy. This is 
usually d one f rom t he c ommand l ine w ith s pecial s witches i n t he 
command that you type.

An example of this in a Windows operating system would be to open 
up the command window by selecting Start, Run, and typing cmd to get 
the command window (a window will pop up with a black screen and usu-
ally a DOS prompt, C:). Then you can type in “Copy [source—path and 
name of the file you want to copy] [destination—where you want to copy 
it] and/V” (without the quotes). An example of this t ype of command 
line m ight l ook l ike “ C:Copy c :myfilessample.doc d :evidencesample.
doc/V” (again without the quotes).

The/V option at the end tells Windows to verify that the copied file 
is the same and was copied successfully. To do this, Windows hashes 
the file in t he background using a r elatively s imple hash a lgorithm 
called a c hecksum before and after and checks to ensure the hashes 
are the same.

There is another command in Windows that you can use. (These 
are all actually old DOS commands as this is the basic structure that 
Windows was built on, and it is still backwards compatible with these 
commands.) You would use this instead if you wanted to copy both 
folders a nd files. The syntax of the command is the same, but you 
use XCOPY instead of COPY. Again, use the/V for verify, to ensure 
everything you copied is the same on both ends.

On a L inux operating s ystem y ou c an u se a c ommand l ine t hat 
compares the copied files to ensure their integrity: cp “$file” “$dest” 
&& cmp “$file” “$dest” || echo “failed.” In this case, you would sub-
stitute t he n ame o f t he file for “ $file” a nd t he pa th to t hat file for 
“$dest.” You would insert the two files and paths for the files you want 
to compare on either side of the && cmp in the command line. The 
echo at the end of the command will respond on your screen with the 
word “failed” if the two files do not match.

Unix and Linux operating systems have several ways that you can 
copy different quantities of data and ensure they are the same on both 
ends, but this example will work for smaller groups of files. To copy 
directories, you add the -r switch into the command line right after 

Matthews, David R.. <i>Electronically Stored Information : The Complete Guide to Management, Understanding, Acquisition,
         Storage, Search, and Retrieval, Second Edition</i>, Auerbach Publishers, Incorporated, 2016. ProQuest Ebook Central, http://ebookcentral.proquest.com/lib/iupui-ebooks/detail.action?docID=4542954.
Created from iupui-ebooks on 2019-11-19 09:31:24.

C
op

yr
ig

ht
 ©

 2
01

6.
 A

ue
rb

ac
h 

P
ub

lis
he

rs
, I

nc
or

po
ra

te
d.

 A
ll 

rig
ht

s 
re

se
rv

ed
.



219The Hunt

the c p. I f y ou c hoose t o u se t his m ore b asic a pproach, y ou s imply 
need to document carefully that this is what you did so you can show 
that you have done your best to maintain the integrity of the copied 
information.

If you need to preserve larger volumes of data, such as entire hard 
drives, you can use forensic imaging tools to do so. Some of these are 
actual hardware and some use software to accomplish this. In either 
case, you connect the hard drive or the computer containing the hard 
drive t o s oftware o r h ardware t hat i ncludes w hat i s c alled a w rite 
blocker.

As noted, every t ime a c omputing device accesses information it 
can potentially change that information subtly by changing the access 
time, o r m aking o ther c hanges t o t he m etadata. A w rite b locker, 
whether it is hardware or software based, does not allow any data to 
be written to the files or data storage to which it is connected.

Once your device is connected to a w rite blocker, you next make 
a connection to a s torage device. Then you use either an application 
or possibly command lines to initiate a byte-by-byte copy of the hard 
drive or other large portions of data.

This is sometimes also called a mirror image, though I do not like 
that term because in a mirror everything is backwards, and in a suc-
cessful forensic image everything is the same as in the original. These 
images become a file with an extension of .dd, or .e01, or other types 
of recognized image files.

Of course, if this is an image of a hard disk, they can be very large 
files. In some cases, the forensic imaging applications that create them 
will automatically divide them up into pieces the right size to fit onto 
CDs or DVDs so that you can transport them on those media. The 
forensic imaging software will also sometimes allow you to compress 
the resultant image files by keeping t rack of but not actually copy-
ing empty s ections of t he hard d rive. W hen i t s ees empty pa rts of 
the drive, it tracks and records where those are so that if you need to 
reproduce the exact hard drive it can put those empty sections back 
where they were on the original.

If you p refer u sing c ommand l ines to c reate your i mage, t he dd 
command will work in both Windows and UNIX operating systems. 
This command syntax is a little different from most UNIX commands 
and can be used for many different tasks. The basic UNIX command 
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220 Electronically Stored Information

line for copying one drive to another might look like: “dd if=/dev/ad0 
of=/dev/ad1” (without the quotes) where/dev/ad0 refers to one drive 
partition a nd/dev/ad1 a nother. The “if ” a nd “of ” i n t his c ommand 
refer to the input file (if) and output file (of).

The Windows version of that command would be: “dd.exeif=.Physic
alDrive0of=d:imagesPhysicalDrive0.img” (again without the quotes) to 
which you could add some hash commands to verify that it copied correctly, 
such as: “--md5sum --verifymd5 --md5out=d:imagesPhysicalDrive0.
img.md5” (again without the quotes).

Now this is not meant to be a technical how-to book, and there are 
many different tools and applications that assist in accomplishing the 
creation of a forensically sound image of a d igital storage device. So 
we will not get any more detailed about how to make all the connec-
tions and transfer all of the data. It is only important for you to under-
stand that there are procedures and tasks that must be accomplished 
in order to ensure the integrity of data on either end of an acquisition 
process.

If you are going to do this work yourself, you need to take the time 
to become familiar w ith these methods and comfortable w ith these 
tools. You will also need to purchase and license the tools you want to 
use. All of that will take time and money, but it is important to both 
you and your organization that it be done and done well.

If you do not feel t he u rge to become a f orensics i nvestigator or 
expert, your job w ill be to ensure t hat you have access to someone 
with those skills and tools.

No m atter w hat m ethod y ou c hoose t o c reate a nd p reserve t he 
forensically sound copies of data, the important thing to understand 
is the necessity to ensure the integrity of the data so that you can prove 
the data are the same after being copied as they were before.

As noted, there are many good tools out there that will allow you 
to do t his u sing a n application interface i f you a re not comfortable 
with command lines. One of these tools is free from AccessData and 
is called FTK Imager. Of course all of the command lines are free to 
use as long as you have that type of operating system and the comfort 
level to work with them.

We have reached the end of this chapter, so remember the most 
important points when you consider the where and how of electroni-
cally stored information. Those are as follows:
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•	 ESI can be made difficult to acquire in many ways, whether 
due t o c orruption, l oss, d eletion, e ncryption, o r l oss o f t he 
application or device that created it in the first place.

•	 The most important thing you and your organization can do 
to ensure your ESI is accessible is to have good records man-
agement policies and, most important of a ll, good practices 
that follow those policies.

•	 Maintaining and documenting the integrity of data w ill be 
paramount in the data being legally admissible as evidence, or 
usable for audits or simply valid records.

If you are able to use this chapter, along with the information from 
other c hapters to b egin to a ddress t hese i mportant i ssues, you w ill 
be well on your way toward better management of the ESI that sur-
rounds us all.
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